eTrust Antivirus Configuration Guide

E-Trust Configuration Guide

Click Start\all Programs\Ca\eTrust ITM\Agent

And Click Setting\Alert Notifications\Alert

23 elrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent

@

%)

94

alrust
Antivirus

Summary Statistichpdate Advanced | Logs

Configure event Report To

T{ ? Alert Notifications Alert Filter

notification settings

c Local Alert Manager
Phone Home Ewvent Log
to the management

server .
Machine Mame:

Security Advisor

Log Options |Sht:|c:msD14
Configure Log Settings

5 Settings for reporting Forward To Machine

Report Criteria

Queue up |10

Time out after |5

Skip older than |30

records

minutes

A4F AF 4}

days

And Tick all Report Option

And machine Name :- shqcms014

And Click Alert Filter
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2l eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent G

Summary Statistichpdate Advanced | Logs

o o |Alert Notifications GICLY Alert Filter

_J& Configure event Filter By
% o notification settings
— Phone Home (O Natification by Level of Security
Irust

Security Advisor

5 Settings for reporting Information Warning Critical
= S I R LI @ Customn Motification
— — server -
Madule: | Malware Detection Report v
&lr —=7 |Log Options
Antivirus — ) q
Configure Log Settings Level Message ~
CRITICAL Virus detected by Realtime Scan
CRITICAL Virus detected by Shell Scan
CRITICAL Virus detected by Scheduled Scan _
CRITICAL Pest detected by Realtime Scan v
[ | | | |
@ Dane ‘ﬂ Local intranet

In Custom Nofitication select Malware Detection Report
And select All
And Click Apply

Select Phone Home Option\Sehedule Option
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3 eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent ,_

@
54

elrust
Aniivirus,

4\

Alert Notifications

Configure event
notification settings

|

Phone Home
Settings for reporting
to the managerment
server

Log Options
Configure Log Settings

Summary Statistichpdate Advanced | Logs

LN Additional
Schedule

Date and Time

Date: | 2007-08-21

Time:

Repeat Every

Security Advisor

@ Done

‘d Local intranet

Select Schedule BY hour

Click Apply

Click Additional Option
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2l eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent ,_
Summary | Statistics Update | Advanced | Logs Security Advisor

o Alert Notifications Schedule EELLRTGLE
o

configure event Additional Information

notification settings .
Mote: For Approved Servers, separate multiple
! .| Phone Home IF addresses and host names with semicolons,

For example, a list of approved servers might
read
172.24.1.230;172.24 45.67;172.24.59.245,

Settings for reporting
to the management

(' SEVEer
i :] Log Options Poll Port: 42508

Aﬁm'ﬁs Configure Log Settings

Broadcast Port: |42508
Host name: |shgoems

Approved Servers: |10.88.1.200

@ Dane ‘d Local inkranet

and Input Host Name :- shqgcms
Approved Server :- 10.88.1.200

And Apply

Clicl Update option
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2} eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent m
Summatry || Statistics | Settings Advanced | Logs Security Advisor
Schedule Update Schedule

f@ I Schedule downloads
—_— for engine and Sehedulellv e
signature Schedule: | By Day b
select Components

Select the components Date and Time
to be downloaded
Date:

( S 5':.‘! Download Settings Tirme:

&

alrist Configure the setting
Antivirus
of download source

«f | Redistribution EepestEveny

‘\” Configure
L |redistribution

) | ) | ) |

@ Daone ‘d Local intranet

Select Schedule Type By 1 Day and apply

Click Download Settings
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A eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent m
Summary | Statistics | Settings ULLiE:R Advanced | Logs Security Advisor
Schedule @Success: Update download server settings were successfully modified.
| sehedule downloads Download Source
for engine and

&

%)

4

elrust
Antivirus

signature Server List

=
_{nalSelect Components Source | |
Select the components e

to be downloaded |7|

. | |
%"' =

etrustdownloads. ca.com

Download Settings

Configure the setting
of download source

< Redistribution Server [#] Proxy
(\ EeodniZit?.iubrftion MNarme: W [] Use Authentication
Port: [42511 Name: [10.88.410
Protocals [l Port: (3080
User: ’—
Password: ’—

@ Daone || \j Local intranet:

Click Add option and

Inter Name 10.88.1.200 Port 42511 And when you Take update for Ca side (etrustdownloads.ca.com) Input
Proxy ip and port when your useing proxy sever for internet Click Apply

And click left hand side eTrust antivirus Option
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A eTrust Threat Management Agent - Microsoft Internet Explorer,

@ eTrust Threat Management Agent ,_
Scan Advanced Loas Security Advisor

Configure On-Access Direction
Scanner Options

;L; Realtime Settings Selel:tiun Filters || Advanced || Quarantine || Statistics

Specify direction of the scan:

@

Contact Options | Outgaing and Incoming Files v|

Configure your contact
information

Safety Level
Email Options

Configure POP3
A Settings Secure -

Specify how tharough the scan should be:

Infection Treatment
File Actions:

Cure File w

Boot Sector Actions:

@ ‘d Local inkranet

Boot Sector Action :--Cure boot sectore

And click Cure option
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A elrust Threat Management Agent - Microsoft Internet Explorer

%3‘3; atrst Threa! Management Agend

Sean

fdvanond faas Security ddvisor

T Selpsding i Flters i Sdvanced | Guavanline | Siaticticg

. Gure Action Options

Action to Perform Before Cure

] Copy file to quarantine folder

frrrai

Action to Perform if Cure Fails Macro Yiruses Treatment

® Mo action ® Remove infected macros

O quarantine file O Remove all macros

O rename fils

Enable System Cure

Systern cure provides advanced cleaning functionality such as registry modification,

operating systemn clean-up and dropped file deletion, In certain situations system
cure mavy require a reboot,

@ Dane

‘:! Local intranet

Change Action to perform If cure fail:--No action and click ok

Click selection option
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23 eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent

Security Advisor

Scan Advanced Logs

Realtime Settings Scan Filters Advanced || Quarantine || Statistics

Configure On-Access Detection
Scanner Options

Scanning Engine:

Contact Options et ~ :J

Configure your contact
information

@

Regqular Files

Ema.ll UL Specify which files to scan based on the files extension.
W\ Canfigure POP3 You can edit file extension list for this option,

Settings
|AII Extensions v Edit Ligt...

Scan Compressed Files

Change options and choaose from supported
compression methods,

@ Done ‘ﬂ Local intranet

In Detection click advanced option
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A eTrust Threat Management Agent - Microsoft Internet Exploren

%&; eTrust Threat Management Agent

Advanoed Laas Seourity Sdvisor
0 o el g
Advanced Detection Options REistios

Lean

L nittne S

(111413

‘ Antivirus Engine

Dntinns

Heuristic scanner

NTFS File System

1akl fipdiong
. Scan alternate data streams

‘ﬂ Local inkranet

@ Done

Tick Heuristic scanner and Ntfs file and click ok

And in scan compressed files click option
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%ﬁ} etrust Threat Management Agent

SEan Hdvanoed Lags

Compressed File Options

General

Tontactk Uptios X X X L X
! Apply extension filter to files inside archives

O Stop scanning archive when an infected file is found

Apply file actions on archive file {excluding Cure Action)

Compression Method Used
® The file's extension (faster)

O The file's contents (slower)

Seourity Sdvisor

@ Done

\ﬂ Local intranet

In Genral tick both Apply option and untick stop options and click ok

And go Realtime \Advanced
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3 eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent m
Scan Advanced Logs Security Advisor

Realtime Settings Scan || Selection || Filters |EELFELBCUE Quarantine || Statistics

/| configure On-fAccess Protected Areas
Scanner Options

CBN
<

Protect Floppy Drives
¢+ |Contact Options Protect Netwark Drives
Configure your contact Protect CD-ROM Drives

infarmmation
(Efg St Advanced Protection
Configure POP3 ]
P N | Settings [ =can Floppy Drive on Shutdown

Allow Fast Backup

Realtime Pop-up Messages

Lirnit number of pop-ups ta : messages
| | | | |

@ ‘ﬂ Local intranet

Select All protected Areas and Realtime pop -up messages is 1 and apply

Finish All configration
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